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A Breach Log

Math / Device / Unusual Activity
Wed Sep 7, 18:33:26 — Thu Sep 15, 18:33:26
mne-de1-3. holdings inc.com
Unusual

Linux 434
Unusual Activity

95 35
dlpssmithd2 holding

Unusual Activity
Strength 67 % > 35%

& sSAMURAIZ

= Model Breach Event Log

Thu Sep 15 2016 18:33:00

Mon Sep 12 2016, 19:18:01 P

Mon Sep 12191717
Mon Sep 12,191717
Mon Sep 12191717
Mon Sep 12, 191717
Mon Sep 12191717
Mon Sep 12191717
Mon Sep 12, 191716
Mon Sep 12, 191713
Mon Sep 12, 191712

Mon Sep 12,1917:11
Mon Sep 12, 1917:09

Mon Sep 12, 191613 -

Models, highest score - n

dlpssmithd2. ho Idin co ched model Math / Device/ Unusual Activity
. due to Internal Data Transfer, Internal Connected Devices and Internal
Connections to Closed Ports

dlpssmithd. olc orp. com connected to mai I-oc. holdi

nnectedto File er |
dlpssmithd2. holdin p. com failed to connect to 10. 100. 17. 9 [445]
tha2. holdin com failed ta connect ta 10.100. 17. 10 [445]
dlpssm : .6 [445]
e dipssmith42.holdingscorp.com S A
pssm ! 1 g
Cre sue.smith@holdingscorp.com [a4s]
dlpssm .7 [445]
101001711
dlpssm .3 [445]
41 - Desktop
e -+ 1010017.0/24 -4 [ass]
dlpssm 0 w' Li 2 HR -5 [44s5]
dlpssm St [445]
dlpssmithd2. holdingscorp. com connected to 100 100.17.1 [445]
dlpssmithd2. holdingscorp. com connected to 10. 100. 17.47 [445]
An increase in the number of internal IPs connected to
dlpssmithd2. holdingscorp. com connected to File Server [445]
dlpssmithd2. holdingscorp. com connected to 10. 100. 17.23 [445]
dlpssmithd2. holdingscorp. com connected to Domain Controller [445]

com failed to connectto 10.10...
[com fail
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External threat intelligence
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Mail : darktrace_info@samuraiz.co.jp
http://www.samuraiz.co.jp/darktrace

http://www.samuraiz.co.jp/
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http://www.samuraiz.co.jp/event/31_161018.html
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