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FORTIFY SCA

C/C++ JAVA JSP C# VBNET ASP.NET ColdFusion SQL
PHP Java Script

Windows, Linux, Solaris, HP-UX, AIX, Mac
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SCA

» SQL Injection

« Cross-Site Scripting

» Buffer Overflows

» Access Control

* Process Control

* No Null Termination

« Setting Manipulation

» Resource Injection

» Password Management
» Unreleased Resource

» Format String Issues

» EJB Resource Permission
» EJB Bad Practices

» J2EE Bad Practices

* Struts Form Field Validation
» Double Memory Free

* Null Pointer Dereference
* Directory Restriction

» Object Model Violation

» Often Misused

* Poor Style

» Access Control

* Insecure Randomness

« Least Privilege Violation
* Code Correctness

« Poor Error Handling

* Dead Code

« J2EE Misconfiguration

* Memory Leak

« Portability Flaw

* Obsolete

« System Information Leak
 Trust Boundary Violation
« ASP.NET Misconfiguration
« Privacy Violations

* Native Callout

« Unsafe Memory Operation
* Unchecked Return Value
« Always Unsafe Functions
* Race Conditions

* Uninitialized Variable

« Session-ID Length

« Entity Bean Configuration
« Information Leakage

« Log Forging

« Integer Overflow

NET

C/C++

Configurat
ion

Java

JSP

SQL

NLOG and Log4Net Microsoft ASP.NET

AJAX (Atlas)

MFC™ and ATL™
Glib  Microsoft Windows API
Sun RPC

J2EE and EJB configuration files
ASP.NET and BEA WebLogic™
configuration files

Pthread

JMS JINDI J2EE Apache Commons
Log4d ORO
Struts ATG Dynamo™  Hibernate

Spring and iBatis
Google Web Toolkit (GWT). Direct Web
Remoting (DWR)

JSTL Core JSTL SQL
Struts HTML EL

and Apache

MOD PLSQL

e OWASP

©cCopyright SAMURAIZ Corporation 2008




FORTIFY

©cCopyright SAMURAIZ Corporation 2008




M

©cCopyright SAMURAIZ Corporation 2008




©Copyright SAMURAIZ Corporation 2008




Fortify SCA

Fortify SCA

2008 10 2 14:00 16:00 z

2008 11 6 14:00 16:00 wxm | |® WD
13:30

A3l0 Azii0

R kST
¢ U ‘ SHAE

kURZROITF
-—

| I

¢ l H

E ~ —
M—\ A EHTLTTX

he
T B 2R

http.//www.samuraiz.co.jp/event/index.html

©Copyright SAMURAIZ Corporation 2008




CA Wily Introscope

CA Wily Introscope

2008 10 21 14:00 17:00
13:30

http.//www.samuraiz.co.jp/event/index.html

RESHH

A2H0O

J

S R

kURZROITF
-—

BAESHTLFIX

EED

R kST
SHAE

m2008 9 23

©Copyright SAMURAIZ Corporation 2008




SAMURAIZ
Web

€& SAMURAIZ

http.//www.Samuraiz.co.jp

104-0053 3-2-22
TEL  03-5548-8820
CA Wily introscope_info@samuraiz.co.jp
Fortify fortify@samuraiz.co.jp




